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To: 
COHEAO Members

From: 
Harrison Wadsworth

Re: 
FTC Rules on the Safeguarding of Information

Date: 
April 23, 2003 (updated May 1)

As you know, the Federal Trade Commission (FTC) has implemented a set of regulations on the safeguarding of information [16 CFR Part 314, published in the Federal Register on May 23, 2002].  These regulations are effective on May 23, 2003.

Most institutions apparently were under the impression that institutions of higher education are not covered by these regulations.  They are.  Institutions that comply with the Family Educational Rights and Privacy Act (FERPA) are exempted from parts of federal privacy rules that were established for financial institutions under the Gramm-Leach-Bliley Act (GLB).  Most were apparently under the impression that FERPA would also exempt institutions from the GLB safeguarding regulations.  Again, it is clear that this is not the case.   The American Council on Education and other college organizations filed a comment with the FTC in 2002 stating the view that FERPA should satisfy the FTC.   But the FTC has taken the position that the safeguarding of information is not a privacy issue, but is one of security for customers of a financial institution.  

The FTC is taking the position that its safeguarding rules DO apply to institutions of higher education, affecting student loan records in particular and possibly others.  It is clear that the FTC, not the Department of Education, is the lead agency, responsible for the GLB regulations.  Both Education and FTC agree on this point.  Note that the definitions of financial institution are included in the privacy regulations, with are in 16 CFR 313.

The FTC is interested in working with representatives of schools of various sizes and their service providers to discuss compliance.  A group representing COHEAO met with the two key staff attorneys on this matter on April 10, Laura Berger and Alain Sheer.  

Ms. Berger and Mr. Sheer made it clear at the outset that the FTC will 1) not back off on its decision that schools are considered financial institutions and are covered by the safeguarding regulations; and 2) not consider an extension of the effective date of the regulations.  COHEAO representatives stated that they believe the FTC is wrong in its interpretation and that schools should only have to comply with FERPA.  Because it was clear that the FTC was not going to change its mind, the discussion moved to practical issues of compliance.

COHEAO representatives noted that few if any schools realized until recently that the safeguarding regulations apply to them.  It was noted that smaller schools have a particular problem, since they may not have an in-house employee responsible for regulatory compliance.  In addition, health care privacy regulations and FERPA each have their own sets of compliance issues, making the FTC safeguard rules a new, third area; there was concern that conflicts could arise between the three sets of regulations, which are administered by three different federal agencies.

Berger expressed interest in these problems and said she recognized that schools are not used to working with the FTC, and vice versa.  She requested more information about what is happening in the states, and said she is most interested in outreach to inform the higher education community about the regulations, using list-serves and associations.   Training sessions for compliance officers/program coordinators on the safeguarding regulations will take place at the FTC offices in Washington on June 9 from 10-11 a.m. and June 23 from 2-3 p.m.  Both sessions will be held at 601 New Jersey Avenue NW, in Conference Center Room A on the first floor.  The sessions are open to the public, and there is no advance registration.  Instructions will be provided later on how to dial in for those who prefer to listen in by telephone rather than attending one of the sessions.  Dial-in participants will be able to email questions to a moderator. 

At COHEAO’s request, Berger said the FTC would look into having a special training session oriented towards institutions of higher education, if necessary after the general training sessions.  

The top priorities for organizations that must get into compliance with the regulations by May 23 are to 

-- designate a compliance officer and develop a written plan for implementation.  The compliance officer can be one or more persons;  

-- develop a written plan for information safeguarding.  The written plan can be more than one document, as long as the parts are accessible so that one person can pull them together;  

-- take steps to modify procedures, if necessary, to comply, including conducting a risk assessment.

It was noted that many institutions already take steps to secure data.  They will need to appoint a compliance officer and put these steps into a plan, possibly adding additional policies, that demonstrate the necessary safeguards are in place.  The plan can be comprised of a series of policies, with the safeguarding officer or officers in charge of specifically where they are.

Sheer said that the FTC is willing to work with institutions to help them get into compliance.  Initially especially, its enforcement will be looking for large-scale violations, something really wrong where immediate action is necessary.   They will follow a standard of reasonableness – what is reasonable under the circumstances at each institution. 

Having a good plan in place could protect an institution from sanction due to errors in judgment such as the failure to anticipate a problem that leads to a breach of security.

One idea that was suggested was to look at campus’s e-signature implementation.  The safe harbor standards worked out with the Department of Education include significant measures designed to safeguard information.  In addition, campuses still implementing e-signature policies could work to have those policies also achieve compliance with the FTC requirements.

Berger and Sheer said that the FTC wants to be as flexible as possible in order to recognize the vast differences between institutions affected by the safeguarding rules and, therefore, does not plan to endorse specific practices such as “safe harbor” standards.  

However, it is important to note that the rules apply to institutions’ service providers.  Thus, institutions should review their contracts with service providers – document shredders for example – to make sure that the safeguarding rules are met.

COHEAO pointed out that many institutions have a great deal of confusion about exactly what kind of transactions are considered financial transactions for the purposes of these regulations.  

Berger and Sheer pointed to the preamble of the regulations and said that extension of credit meets that criterion, while installment contracts probably do not.  Payment of tuition and fees in more than one installment is not considered an extension of credit, unless the installment contract is in the form of a loan that charges interest.  Stored-value cards are generally not covered by the regulations.  Credit cards issued by alumni associations may or may not be covered, depending on the information provided the school.  If the school is not receiving individual customer account or activity information, only a funding stream, the activity probably is not covered.  

There are numerous other specific issues that institutions have regarding coverage.   Institutions are urged by the FTC to develop general plans that are widely applicable.

The text of the final FTC regulations as published in the Federal Register is available at: 

http://www.ftc.gov/os/2002/05/67fr36585.pdf
The press release announcing the final regulations is available at: http://www.ftc.gov/opa/2002/05/safeguardrule.htm
COHEAO will maintain an ongoing dialogue with the FTC on these issues and will continue to provide information from the FTC to COHEAO members, including information on training sessions.  If you have questions or comments, please contact Harrison Wadsworth of COHEAO at 202-289-3910 or hwadsworth@wpllc.net.  
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